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Attachments:
S3-173373 - Discussion on details for encryption of LTE Positioning broadcast

S3-173296 - Ciphering of Broadcast Assistance Data
1. Overall Description:
SA3 thanks RAN2 for their reply and additionally for the LS on provisioning of positioning assistance data via LPPa for broadcast.
SA3 has previously decided that the E-SMLC and UEs belonging to one subscription group share a symmetric key. Distribution of keys to UEs is left to SA2 with the requirement that it is done in a confidentiality protected message.

SA3 understands that SA3 is expected to suggest an encryption scheme for binary blobs (octet strings) where additional metadata might be used to facilitate encryption and key selection.

SA3 has considered two ways forward on devising a solution.
· Re-use the security solution from OMA LPP-e as described in S3-173296
· Create a new solution based on the ideas presented in S3-173373

SA3 thinks both solutions can provide security to assistance data broadcast. To aid SA3 decision on the way forward SA3 kindly asks RAN2 to evaluate the two solutions based on RAN2 requirements. 

SA3 notes that it is unclear how many subscription levels are expected and if a subscription-hierarchy as described in S3-173373 will be used. Unless a subscription-hierarchy is used, one key per subscription must be provided to the UE. If a subscription-hierarchy with many subscription levels is used, SA3 could enhance both solutions with a key-hierarchy. This would allow only one key to be sent over the air to each UE. However, it could also impose limitations on the combinations of assistance data to which a UE could be subscribed.
2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 to provide a summary of the main issues and benefits with each solution and indicate their preference. 
SA3 also asks RAN2 to comment on the use of multiple subscription levels and whether subscribers of a higher level should have access to all data for lower level subscribers.
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